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Attention: All Providers, Trading Partners and Drug Labelers 

 

Multi-Factor Authentication (MFA) Security Updates Effective 

July 14, 2026 

 

The Connecticut Medical Assistance Program (CMAP) Secure Web Portal is 
implementing additional Multi-Factor Authentication (MFA) security 
enhancements effective July 14, 2026. 

1. Authenticator App Enrollment Limited to One Device Per Account 

To further strengthen account security, users enrolled in MFA using an 
Authenticator App will be limited to one enrolled device per user account. 

Beginning July 14, 2026: 

• Only one Authenticator App device may be enrolled per account. 

• Users currently enrolled on multiple devices will be required to remove 
additional devices and retain only one enrolled device. 

• If multiple devices are currently enrolled, the Secure Web Portal will 
require users to remove excess devices before continuing. 

Users can review and manage their enrolled Authenticator App devices by: 

1. Logging into the Secure Web Portal. 

2. Selecting the Account tab. 

3. Selecting MFA Enrollment. 

4. Removing the device they no longer wish to use and retaining their 
preferred device. 

Important: Before removing a device, ensure you have access to the device you 
intend to keep for future authentication. 
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After logging in securely and going through the Security Verification, you will be 
directed to the Multi Factor Authentication Enrollment page and will be required 
to remove the extra device(s).  

 

 

Remove device(s). 

 

 

After the device is removed, a notification email will be received. 
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2. Choosing Your Preferred Authentication Method 

Users who are enrolled in both Authenticator App and Email Verification may 
choose which verification method they would like to use when completing Multi-
Factor Authentication (MFA). 

On the Security Verification page, users may select Use Email Verification 
Instead if they prefer to receive a one-time verification code by email rather 
than using the code generated by their Authenticator App. 

When selecting the email verification option: 

• A one-time verification code will be sent to the user’s registered email 
address. 

• The user must enter the 6-digit code received by email to complete 
verification. 

• If the email is not received, users should check their spam or junk folder. 

• Users may return to using the Authenticator App option when available. 

This option is only available for users who have enrolled in both MFA methods. 
Users may enroll with an Authenticator App, Email Verification, or both methods, 
and may choose their preferred option during login. 
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Reminder: Users may enroll in one or both available MFA methods. If both 
methods are enrolled, either option may be used to complete authentication. 

For questions, please contact the Provider Assistance Center, Monday through 
Friday from 8:00 a.m. to 5:00 p.m. at 1-800-842-8440. If you are a Drug 
Manufacturer, please email ctdrugrebate@gainwelltechnologies.com. 

 

mailto:ctdrugrebate@gainwelltechnologies.com

